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Background

* Embedded control systems are omnipresent in our
dally life
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Background

* The growing complexity of embedded applications
leads to an dramatic increase of verification costs

e These costs will further increase with autonomous
systems deployment

* Robots
* Vehicles
* Cars

* Ships

* [rains



We can efficiently handle low complexity . . .

... but are not yet prepared for the
complexity of future applications
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TEAMOD Objectives

* Bounded model checking

* Model-based testing



Model

stm CSM

/- WARNING )

[V_est=V_mrsp + dV_sbi(V_mrsp]] .

+ entry / DMICmd = WARNING,;
+ entry/ DMIdisplaySBI = true; /

SERVICE_BREAK Y

+ entry/ DMICmd = INTERVENTION ;
+ entry / DMIdisplaySBI = true;

\+ entry/TICmd = SERVICE_BRAKE_CMD |

Verification Goal

[V_est<=V_mrsp]

[V_est=V_mrsp + dV_ebi(V_mrsp)]

[V_est=V_mrsp + dV_warning(V_mrsp)]

-~

NORMAL )

+ entry / DMICmd = NORMAL;
+ entry / DMIdisplaySBI = false;
\+ entry/TICmd = NO_CMD;

[V_est=V_mrsp] nitial
[V_est<=V_mrsp] [(V_est==0]]
+ entry / DMICmd = OVERSPEED,;
& entry / DMIdisplaySBI = true;

/

+ entry/ DMICmd = INTERVENTION ;
+ entry/ DMIdisplaySBI = true |

\+ entry/TICmd = EMER_BRAKE_CMD

Bounded model checking



[stmcsm )

‘est model (SysML)

[V_est=V_mrsp + dV_sbi(V_mrsp)]

entry / DMICmd = INTERVENTION ;
entry / DMIdisplaySBI = true;
entry { TICmd = SERVICE_BI

Concrete test suite T

Semantic representation

R =

V' (i A7 g) = (i, &) A (7 7) = (d, 6)
1€IDX

1.
2.
3.

(Vest, Vmrsp) = (3.1, 100).(50, 100).(80, 100).(100.5, 100)

(Vest, Umrsp) = (90.1,100).(110, 120).(110.5,110).(110.5, 100) . ..
(Vest, Umrsp) = (90.1,200).(210, 220).(210.5, 210).(210.5, 200) . . .

\4

Abstract test suite

Model-based testing



TEAMOD Objectives

* Bounded model checking and model-based testing
should be integrated in a common tool platform

* Model checking is needed to verify the test
model

* Model-in-the-loop testing is a light-weight version
of model checking



TEAMOD Bachelor Project

* Three sub-projects
* Methods
* System under test development

* Modelling, bounded model checking, and
model-based testing



Development

stm CSM J

( WARNING
+ entry/DMICmd = WARN\N(U

[V_est>V_mrsp + dV_sbi(V_mrsp)]

/ SERVICE_BREAK

N

& entry/ DMIdisplaySBI = true;

[V_est>V_mrsp + dV_warning(V_mrsp}]

[V_est <= V_mrsp]

[V_est <=V_mrsp]

+ entry/ DMICmd = INTERVENTION ;
+ entry/ DMIdisplaySBI = true;
\t_ entry/ TICmd = SERVICE_BRAKE_CM

J

- NORMAL

[V_est=V_mrsp]

+ entry/ DMICmd = NORMAL;
+ entry/ DMIdisplaySBl = false;
\¢_ entry/TICmd = NO_CMD;

[V_est<=V_mrsp]

-

OVERSPEED

~N

+ entry/ DMICmd = OVERSPEED; t
¢ entry/ DMIdisplaySBI = true;

e

[(V_est==0)]

[V_est=>V_mrsp + dV_ebi(V_mrsp)]

Initial

- EMER_BREAK A

+ entry/ DMICmd = INTERVENTION ;
+ entry/ DMIdisplaySBI = true ;
\¢_ entry/ TICmd = EMER_BRAKE_CMD,
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Hardware-in-the-loop test

Test engine System under test



TEAMOD Master Project

* Four sub-projects
* Algorithms
* Autonomous train control
e Safety monitor development

* Graphical interfaces for scenario-based testing



8. For each (i, j) € J, collect all disjuncts

1 . Theory Sl

(m, y) =y, ex) A (', ¥)=(dy, €) A (K =)

. < g " ass
T(Sig))—=2T(Sigi)  T(Sigi)— -2 TC(Sigy)
satisfying i".i] ...i', € RTR; ; and consequently i’ = i,
T T T /i i', = j and merge them into a single disjunct
] < . . pass ,
Sigr——=——8ig Sigy————-T*(TC(Sigy)) roo /
gi,j A(m,y) =(di,e)Am,y)=(dj,ej)A X =Xx)
T;<g =<y T pass, = T;pass,;T"

where

Fig. 1. Commuting diagrams reflecting the satisfaction condition

Given a pair (7', T*) fulfilling the satisfaction condition, this allows to translate complete testing theories e V .
existing in Sig, to likewise complete testing theories in (sub-domains of) Sig;. 8i,j = 8 i Y,

.,' ', e ., 2 2
Theorem 2.1 Suppose that TS, : F, — P(TC(Sigy)) with F; C F(Sigy, <) is a sound (respectively exhaustive, T €RTR;,;

complete ) testing theory. Define B

Fy = {(S, <1 Doml) € F(%, Sl) | 3Dom, C Sigz : T(Doml) C Domy A (T(S), <2, Domz) € F}. 9 Te . ate by retumjng R

Then TS, : Fy = P(TC(Siq,)) defined by*
TS1(S, <1, Domy) = T*(TSy(T'(S), <3, Domy)),

such that T(Domy) C Domy, is a sound (respectively exhaustive, complete) testing theory. 3 P r O g r a m m i n g

Proof Suppose TS, is sound (exhaustive). Let F; = (S, <y, Domy) € F, and F, = (T(S), <3, Dom,) € F, be
any fault models in F and F;, respectively, satisfying TS (F;) = T™*(TSy(F3)). LetS’ € Domy.Then T'(S’) € Domy,

and void RttTgenGenerator::generateTestCases() {
" 3 . ; 3
8518 & T(S) =2 T(S) ” [satls_factlon cor,l,dltlc,),n SCII . // The root of the test procedure tree carries the memory state before
= VU e TSy(F2): T(S)pass, U [TS; is sound; (" < " : TS; is exhaustive)] tprocRoot = [&] {
(&) auto mSys = static_cast< RttTgenConcretelLatticeMemoryx >(system->get
& VU e TSy(F): 8 pass, T*(U) [satisfaction condition SC2] mSys->setParentSystem(system);
i . —1 return new RttTgenTestProcTree(mSys, 0, true, 0);

=) passl T (TSz(fz)) YO);
= (S’passlTsl(]i) [TS1(F1) = T*(TS2(F2))] currentTprocNode = tprocRoot;

Hence TS;(F1) is a sound (exhaustive) test suite for any fault model F; € F;. Consequently, TS; is sound remainingSimulationSteps = parms->getSimSteps();

(exhaustive). Since completeness is the combination of soundness and exhaustiveness, this proves the theorem.

// Initialise interpreters

sim = new simlib::Simulator(xsystem);
sim->setAddGoalsUnordered(additionalGoals—->getUnordered());
sim->setAddGoalsOrdered(additionalGoals->getOrdered());
sim->setTestCaseDb(tcDb);

sim->setParms(parms);

nextTimeTickFromSimulator = 0;

a
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Graphical interfaces for scenario-based testing

stmSCENARIO_HORN J

If STOPO is reached,
the test objective
cannot be fulfilled
anymore. Therefore
the test generator

when (!CAM_EVAC _isCockpitEvacRequestSignalEvacHorn ) HORN1 when ( EVAC_HORN_out == 1) creates CG‘M data and
t.reset(): inputs to the SUT, so
\ enfry - Eoese. that STOPO is never
reached.
when (t.elapsed(2000) & CAM_EVAC_isCockpitEvacRequestSignalEvacHorn ) ¥

Horn is switched on /
immediately i
HORNZ  storo
l entry / t.reset(); when ( t.elapsed(1) ) t
—

Horn remains on for 1s. I5]

when ( EVAC_HDORN_out == 1)

Horn is switched off
immediately
when ( t.elagsed(1000) ) _4
[ HORN4 I when ( telapsed(1))

l entry / treset();

Horn stays off for 1s
when ( EVAC_HORN_out == 0)

when ( t.elapsed(1000))

entry / t.reset();

.rm|0nmc|.ms|.mrmm|.m|.m| e

[ 2 2
when ( EVAC_HORN_out == 7
o
HORN7 -
107
when ( t.elapsed(3000) ) = = > = ! -~ = . — : 9 : : : I.W_EVAC_ =il .
R 2000 3000 4000 5000 000 2000 B0
HORNS . ® ®
03 g
when ( EVAC_HDRN_out == 3
08 2
- o4 i
entry / treset(); oz %
@EVAC_HORN_out
@ v ® ® - .
when ( t.elapsed(1000) ) o 1000 2000 3000 4000 000 ) 7000 2000

HORN10

when (evacCondition == 1]

SCENARIO_GOAL | _

]o EVAC_CAPT_PURS
3 s00C




Accompanying Lectures

e Test automation [highly recommended]

* Theory of reactive systems

e Systems of high quality, safety, and security
* Specification of embedded systems

* Operating systems

* Real-time operating systems development



